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ISS.1 - Information Governance - File Security  

Priority Level 
Critical Risk 

Exception 
The auditor carried out a security check of the Civic Offices building on Saturday 20th and the evening of Tuesday 22nd July. The 
following areas of the building were included in the checking (in brackets shown the number of incidents of documents containing 
personal data not secured): Adult Social Services (4), Children's Social Services (2), Children and Young People Services(3), 
Human Resources (4), Housing (0), HR (4), Revenues and Benefits (0), 2nd Floor Finance(0),  Community Safety (4), Licensing 
(3 - no clear desk policy), Legal Services (no clear desk policy), Traffic and Environment (0), HIDS/Public Health (0). Overall most 
services have a clear desk policy and there were isolated incidents where cupboards and drawers had been left unlocked. 
Heads of Services have been informed about breaches and are taking up actions within their services and keeping internal audit 
informed.  
Two areas were restricted entry. These were the Legal Service mezzanine floor and Children's Services floor 5 core 5. Legal 
Services do not follow a clear desk policy and as a result, despite the restricted access (which includes cleaning staff, 
members and building maintenance staff) breaches the Data Protection Act requirements, as steps have not been taken to 
secure sensitive and personal information against unauthorised access. Children's Services when interviewed said they followed a 
clear desk policy but the Security checks during the audit found a number of areas where paperwork is being left on desks or in 
unlocked drawers. Licensing do not have a clear desk policy and Internal Audit recorded 3 examples of documentation not 
secured due to moving from a secured area and not having suitable lockable cabinets. Action is underway to rectify this. 
 

Risks and Consequences 

Harm is caused to an individual through unauthorised access to their records, breach of the Data Protection Act results in a fine 
from the Data Commissioner and reputational damage. 

 

Agreed Action Person Responsible / Action by Date 

Legal Services - have undertaken to lock items away within 
the mezzanine and a follow up showed that files are now 
securely held. 
Children's Services - took action to inform all staff and to 

 
 
Internal Audit to carry out a follow up in two months' time. 
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provide locked drawers and cupboards where needed. A 
follow up showed still some information is not being locked 
into drawers at night and further actions taken with 
individuals and with training and awareness. 
All other Heads of Services informed of individual 
circumstances and immediate actions taken by those 
Heads of Services with individuals concerned.  
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EX.1 - 1213-138 - MMD Transport - Sub-contractors - CMP 

Priority Level 
Critical Risk 

Exception 

MMD sub-contract haulage journeys to a number of haulage companies.  

The Transport Manager also confirmed that presently there is no process in place to ensure up-to-date copies of insurance 
documents are obtained for the sub-contractors. A sample of five haulage contractors were selected no current insurance 
certification could be evidenced for any of those tested.  

 

Risks and Consequences 

Financial - financial loss due to no/under insurance.  

  

Agreed Action Person Responsible / Action by Date 

A system has been set up to ensure all subcontractors have 
their insurance checked annually. 
 
   

Haulage Manager – March 2013 
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EX.2 - 1213-138 - MMD Transport - Process - ICE 

Priority Level 
Critical Risk 

Exception 

A review of the processes in the transport department was carried out to establish whether there are sufficient controls in place to 
prevent or detect fraud following a significant fraud by the previous Transport Manager. Changes have been made to the system 
to improve the controls in place, however the risk of fraud/ error occurring within transport activities is still not adequately mitigated 
as; 

• The system in place puts significant reliance on the Transport Manager to negotiate rates with haulage sub-contractors for 
journeys undertaken on behalf of MMD and the back load rates with customers as these don’t follow the schedule of rates.  

• Orders for deliveries of items not from MMD stock e.g. backloads, are reliant upon the Transport Manager or the assistant 
manually entering the journey details into 'HARM' and then raising a manual invoice request to recover the costs from 
the customer. There is no compensating control that reduces the risk of error or fraud.  

• The system is not efficient with various manual and electronic (system generated) processes. Many of the records used can 
be altered or in the case of 'HARM' (excel spreadsheet) deleted/ amended, for example to change the price and remove the 
order from the system.  

The Transport Manager has confirmed that there are no written agreements in place with any of the companies, as all orders and 
agreements are made verbally, including pricing. Therefore the Road Haulage Association conditions of carriage apply to all sub-
contracted journeys. There is however no written agreement for the price of the journey until the purchase order is sent to the 
customer, which normally takes place the day after the journey. 
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Risks and Consequences 

Fraud risk - Adequate controls are not in place to prevent/detect fraud. 

Operational risk – The system is open to error 

Legal/Operational - Dispute resolution may be difficult without agreed written prices in advance of journeys.   

 

Agreed Action Person Responsible / Action by Date 

As background, haulage is now a profit centre, the Transport Manager has 
clear accountability for delivering a profit and the financial environment has 
now been changed.  Motivation to deliver a profit has also been enhanced by 
introducing performance related pay for the Transport Manager.   

 
2.1 Sub-Contractors 

 
Unit costs (e.g. price per mile) for regular destinations will be captured by the 
Financial Controller and presented to the MMD Board as part of the monthly 
Management Information Pack for review 

 
Haulage out load invoicing (80% of the total) has now been automated by 
linking invoices to dispatch notes, which ensures completeness of invoicing. 
Dispatch notes are entered onto Navision by the distribution team ensuring 
segregation of duties.  Monthly reports are run to identify any un-invoiced 
deliveries. 
This has meant that an accurate accrual can be calculated monthly & hence 
accurate monthly accounts which, as previously stated, are reviewed by the 
Financial Controller (escalated where necessary) and presented to the MMD 
Board on a monthly basis as part of the Monthly Information Pack to provide 
an early warning of any material problems. 
 

Noted 
 
 
 
 
 
 
Financial Controller / Directors – March 2014 
 
 
 
Completed 
 
 
 
 
All Directors, Financial Controller & Transport 
Manager - Ongoing 
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The HARM is reconciled to Navision invoicing monthly. The Financial 
Controller will investigate and escalate to the Board any unexplained variances 
beyond a 1% tolerance 
 
Controls will be put in place to detect any significant fraud. Subcontractor 
margins on each journey will be monitored and any beyond "normal" 
tolerances (i.e. +/- 5%) will be investigated by the Financial Controller.  Any 
necessary escalation will be taken to the MMD Board 
 
The Transport Manager has control of the customer haulage rates and informs 
the Directors on a regular basis of his business plan and changes. Directors 
compare haulage rates with the previous set of haulage rates for any 
anomalies 
 
2.2 Backloads  
Backloads are now recorded in HARM by the Haulage Manager and his 
deputy. Trips are raised in Navision by the Haulage Admin Assistant (who 
records the Trip number in the HARM) and subsequently invoiced in Navision 
by Finance, so there is a segregation of duties 
  
The HARM’s structure and static data is a password controlled spreadsheet. 
The password is only known by Accounts. The HARM is reconciled to Navision 
invoicing, monthly, to within 1%. The Financial Controller will investigate and 
escalate accordingly any variances beyond a 1% tolerance  
  
 
 

Completed by Financial Controller - Ongoing 
 
  
 
Financial Controller - Ongoing 
 
 
 
 
Transport Manager & Directors- Ongoing 
Financial Controller –Ongoing 
 
 
 
 
Completed 
 
 
 
 
Financial Controller - on-going 
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EX.3 - 1213-138 - MMD Transport - Asset Utilisation – EOO 

Priority Level 
Critical Risk 

Exception 
Testing was carried out to establish whether the hired units and trailers were being fully utilised, this highlighted that unit usage 
reviewed via the information in HARM however there is no analysis of the trailer usage. The Transport Manager states that the 
vehicles are used regularly, but there is no review of the actual day’s usage.   

A review of the taco readings for all drivers for the period of 17th September 2012 to 14th October 2012 was conducted as this 
records which unit was used. This highlighted that there were significant periods where the units were not used for example unit 
registration KYC was only used for 5 days over the entire period. 

 

Risks and Consequences 

Financial - Not maximising income by fully utilising assets. 

Fraud risk – MMD assets are used for non MMD business. 

 

Agreed Action Person Responsible / Action by Date 

Trailer usage has not been monitored daily.  
The HARM has now been modified to include trailers, so utilisation can be 
regularly monitored 
Unit and trailer usage statistics will be reported to the MMD Board on a 
monthly basis as part of the Monthly Information Pack 
 
Periodic spot checks to verify that trailers not logged out remain on site 

Transport Manager / Financial Controller - 
Completed 8/3/13 
 
 
 
 
Financial Controller –Ongoing 
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EX.1 - 1314 - 062 - Purchase Card - Persistent Errors - CMP 

Priority Level 
Critical Risk 

Exception 
From the sample of 25 purchase card logs selected for testing for the month of May 2013, 11 of the 15 claims for one member of 
staff (73%) were non-compliant with expected controls. These are reported alongside the other breaches raised in exception 2. 
 
As a result of this the logs for April and June 2013 were also reviewed for this employee.  
  
Testing identified 3 non-compliant claims (30%) on April's transaction log and 5 non-compliant claims (63%) on June's transaction 
log. Errors included; 

• 4 occasions where no supporting VAT invoices were submitted. Breach of Financial Rule G38 (k).  
• 1 transaction where VAT was claimed but there was no supporting VAT invoice. Breach of Financial Rule G38(l) and 
HMRC regulations 

• 1 transaction where an entry on the purchase card log was different amount from the invoice by £5.95. Breach of Financial 
Rule G38 (b(v))  

• 1 transaction where a delivery note was supplied instead of a VAT invoice. Breach of Financial Rule G38 (k)  
• 1 payment to a catering supplier where VAT able items had not been identified and it is unclear if VAT has been claimed. 
Breach of section 25 of the Policy and G38(l) and HMRC regulations 

  
Financial rule G38 (n) states that "if any of the financial rules are not followed by the cardholder the process for withdrawing the 
card as detailed in the Policy must be followed. Section 17 states "if a cardholder repeatedly fails to comply with the requirements 
of keeping receipts, recording transactions and completing and submitting a transaction log their card will be cancelled.  
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Risks and Consequences 
Financial risk resulting from a breach of the Purchasing Card Policy and Procedures and Financial Rules G38 as listed above.  

Operational risk as a result of non-compliance with policy and procedures resulting in errors and breaches. 

Legislative risk resulting in a possible fine from HMRC as VAT is not being recorded and reclaimed correctly. 

 

Agreed Action Person Responsible / Action by Date 

 
Head of Customer, Community & Democratic Services to 
discuss breaches of Financial Rule G38 with the member of 
staff to ensure VAT is administered correctly for future 
purchases and that if purchases are required to be made 
from eBay a waiver will be sought in advance of the 
purchase. 
 
Financial Services to be contacted to establish if they have 
the capacity to provide administrative support to the 
service.  
 

 
Head of Customer, Community & Democratic Services by 31 
August 2013 
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EX.2 - 1314 - 062 - Purchase Cards - Non Compliance with the Policy and Procedures 

Priority Level 
Critical Risk 

Exception 
A random sample of 25 purchase card logs across all Directorates was selected for testing for the month of May 2013.  
 
It was noted that six purchase card holders in the sample tested had not used their cards during May 2013 and one had left PCC 
employment. From the remaining 18 transaction logs testing identified 10 different breaches of the Purchase Card Policy and 
Procedures, HMRC VAT regulations and Financial Rules G38.  
 
The 18 transaction logs equated to a total of 101 transactions, of which there was a 34% error rate, errors identified were: 
 
1. On 12 occasions VAT had not been reclaimed on purchases from large companies including Argos and Wilkinson's. The total 
amount of VAT not reclaimed is £56.80. 
 
Financial Rule G38 (l) states that "where VAT is applicable, a VAT receipt must be obtained and attached to the 
transaction log". 
  
2. For 4 transactions VAT receipts were provided as proof of purchase but VAT was not reclaimed. This equated to £141.02 of VAT 
over the 4 invoices.  
 
Section 25 of the Purchase Card Policy defines what is required for reclaiming VAT against different value purchases. 
VAT legislation requires purchasers to obtain a VAT invoice from suppliers as evidence of VAT incurred.  
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3. For 3 of the transactions VAT has been claimed but there is not a VAT receipt or invoice to support this. The amount of VAT 
claimed without supporting documentation totals £10.09. 
 
Financial Rule G38 (l) states that "where VAT is applicable, a VAT receipt must be obtained and attached to the 
transaction log". Section 25 of the policy states that VAT legislation requires purchasers to obtain a VAT invoice from 
suppliers as evidence of VAT incurred. 
 
4. Testing confirmed that no receipts were provided for 4 of the 101 transactions.  
  
Financial Rule G38 (k) states that "proper receipts or invoices for all expenditure incurred must be obtained and retained 
and attached to the statement. Section 25 of the policy states "invoices are the evidence that is required for PCC to 
reclaim the VAT incurred on purchases. 
 
5. One transaction log was not signed by a manager, one electronic log was not submitted for the month of May 2013 and for one 
the manager's name was not printed on the form. Two logs were submitted for the same month by the same person for the same 
transactions but signed by 2 different managers and one member of staff had moved departments and did not know who her 
purchase card coordinator was. This equates to 5 of the 18 logs tested (28%) not being correctly authorised 
 
Section 31 of Purchase Card policy states that "all transactions carried out on your purchase card will be reviewed by 
your line manager on a monthly basis. Your line manager will sign your transaction log, spot checks will be performed by 
your purchasing car co-ordinator to ensure purchases are appropriate and procedures are adhered to".  
 

6. On two occasions payments were split to circumvent cardholder's transaction limits. The purchase of catering equipment totalling 
£2,224.22 was split into 3 payments as the cardholder transaction limit is set at £2,000 and the purchase of Westlaw UK Service 
online subscription totally £3,306 was split into 2 payments as the cardholder transaction limits set at £3000 .  
  
Financial Rule G38(b) states that purchase cards must be used in accordance with the Purchase Card Policy and 
Procedures inclusive of types and limits of purchases. Section 19 of the policy states that "you must not try to increase 
your transactions limit by asking the supplier to split the purchase". 
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7. One member of staff in the sample tested left PCC in November 2012, however, they were still showing as active on the current 
purchase card list as at 23 July 2013. 
  
Financial Rule G38 (o) states that "when a cardholder leaves the employ of the council the Head of Service must ensure 
the return of the card in accordance with procedures including cancellation and disposal of the card". 
 
8. Another purchase card holder in the sample had moved department, however when reviewing the file there was no evidence that 
a review of purchase card limits has been undertaken. The PCard02 form has been completed but it is unclear from this if the 
£10,000 transaction and monthly limit is still appropriate. 
 
Financial Rule G38 (p) states "if a cardholder transfers to another department within the City Council their new line 
manager must decide whether the purchase card is required and a PCard02 form completed". 
 
9. One purchase card holder has made purchases from eBay totalling £240.05. 
  
Financial Rule G38 (h ii) states that "purchases cannot be made from individuals, or from eBay or eBay type 
organisations. 
 
10. One purchase card holder had not correctly coded the transactions on the purchase card log. 
  
Section 26 of the Purchase Card Policy states that "accurate record keeping is essential to the success of the Purchasing 
Card programmer. The purpose of the transaction log is to identify purchases made during the course of the month and 
allow expenditure to be coded to the correct budget in the General Ledger. 
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Risks and Consequences 
Financial risk resulting from a breach of the Purchasing Card Policy and Procedures and Financial Rules G38 as listed above.  
 
Operational risk as a result of non-compliance with policy and procedures resulting in errors and breaches. 
 
Legislative risk resulting in a possible fine from HMRC as VAT is not being recorded and reclaimed correctly. 
 
Fraudulent risk as a result of management not signing transaction logs and coordinators not receiving logs to carry out monitoring.  
 

Agreed Action Person Responsible / Action by Date 

 
Email to be sent to the purchase card co-ordinators 
reminding them of their responsibility.  
 
Accounts Payable Team Leader to continue to gather 
information from co-ordinators to establish any common 
themes/issues with the purchase card logs that need to be 
rectified.  
 
As part of the R12 release, i-expenses will automatically 
code the transactions.  
 
Co-ordinators to have a copy of the final audit report to hi-
light the areas of non-compliance that have been identified 
during testing.  
 
If payments are required to be made on eBay a waiver will 
be sought in advance of the purchase. 
 

 
Accounts Payable Team Leader by 31 August 2013 
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Secondary School 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 15 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 16 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 17 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 18 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 19 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 20 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 21 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 22 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 23 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 24 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 25 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 26 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 27 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 28 of 29 
 

 



Appendix B - 2013/14 Critical Exceptions 

Page 29 of 29 
 

 


